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ADMINISTRATIVE GUIDELINES 

FOR COMPUTER USE 

@ 

Crafton Hills College 
 

1.100 Purpose 

The purpose of this policy is to outline the acceptable uses of computing and information 

technology resources for the Crafton Hills College (CHC) community. This policy outlines the 

standards for acceptable use of College computing and information technology resources that 

include, but are not limited to, equipment, software, networks, data, and telecommunications 

equipment whether owned, leased, or otherwise provided by CHC. This policy is intended to 

reflect the College’s commitment to the principles, goals, and ideals described in the CHC 

Vision Statement and to its core values. 

 

2.100 Access to Information Technology Resources 

It is the policy of CHC to maintain access for its community to local, national and 

international sources of electronic information sources in order to provide an atmosphere that 

encourages the free exchange of ideas and sharing of information. CHC maintains a variety of 

information technologies for use as resources for people, catalysts for learning, and to provide 

increased access to technology and an enriched quality of learning. Access to this environment 

and the College’s information technology resources is a privilege and must be treated with the 

highest ethical standards. The College reserves the right to limit access in response to evidence 

of violations of Crafton Hills College policy (as set forth herein), as well as federal, state or local 

laws. 

Preserving the access to information resources is a community effort that requires each 

member to act responsibly and guard against abuses. Therefore, both the CHC community as a 

whole and each individual user have an obligation to abide by the following standards of 

acceptable and ethical use: 

• Use only those computing and information technology resources for which you have 

authorization.  

• Use computing and information technology resources only for their intended 

purpose.  

• Protect the access and integrity of computing and information technology resources.  

• Abide by applicable laws and College policies and respect the copyrights and 

intellectual property rights of others, including the legal use of copyrighted 

software.  

• Respect the privacy and personal rights of others.  
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3.100 Application 

This policy applies to all users of Crafton Hills College computing and information 

technology resources including faculty, staff, students, guests, external individuals or 

organizations and individuals accessing external network services, such as the Internet via 

College facilities. 

 

4.100 Crafton Hills College Expectations 

Access to Crafton Hills College information technology and computing resources is a 

privilege granted to students, faculty and staff of Crafton Hills College. The College extends 

access privileges to individual users of the College’s information technology and computing 

resources. The extension of these privileges is predicated on the user’s acceptance of and 

adherence to the corresponding user responsibilities detailed in this policy and addendum. 

However, the College reserves the rights to limit, restrict, or extend access to information 

technology resources. 

The College expects all members of the Crafton Hills College community to use 

computing and information technology resources in a responsible manner; respecting the public 

trust through which these resources have been provided, the rights and privacy of others, the 

integrity of facilities and controls, and all pertinent laws and College policies and standards. 

 

5.100 Uses 

In general, the Crafton Hills College community may use College information technology 

resources (which includes privately-owned computers connected to the Crafton Hills College 

network) in connection with the College’s core teaching, research, and service missions. Certain 

non-core uses that do not significantly consume resources or interfere with other users also are 

acceptable. Under no circumstances may members of the Crafton Hills College community or 

others use College information technology resources in ways that are illegal, that threaten the 

College’s tax-exempt or other status, or that interfere with reasonable use by other members of 

the Crafton Hills College community. Any use of College information technology resources, 

including network infrastructure, for commercial purposes is prohibited. 

 

6.100 Sanctions for Violations 

Failure to comply with the appropriate use of computing and information technology 

resources threatens the atmosphere for the sharing of information, the free exchange of ideas and 

the secure environment for creating and maintaining information property and subjects one to 

disciplinary action. Any member of the Crafton Hills College community found using computing 

and information technology resources for unethical or unacceptable practices has violated this 

policy and is subject to disciplinary proceedings including suspension of system privileges, 

expulsion from school, termination of employment and/or legal action as may be appropriate. 

Crafton Hills College reserves the right to limit or restrict the use of its computing and 

information technology resources based on institutional priorities and financial considerations, as 

well as when it is presented with evidence of a violation of College policies, contractual 

agreements, or state and federal laws. 
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7.100 Privacy and Security 

There is no inherent right to privacy for information stored on Crafton Hills College 

information technology resources, except as provided by the Privacy Act of 1974. Federal law 

permits system administrator access to stored electronic communications if that access is 

necessary for the rendition of service. Random monitoring of electronic communications by 

Crafton Hills College is not conducted unless required to do so by law (e.g., subpoena or court 

order).  However, the college does reserve the right to investigate unusual or suspicious activities 

that relate to use of our technology resources when we become aware of those activities.  Such 

investigations could include monitoring desktops, software programs, individual files, etc. in 

order to ensure that our resources are being used appropriately, as described in these 

Administrative Guidelines, and to ensure that illegal or other activities that could jeopardize our 

ability to provide technology resources to the larger college community does not occur. 

 

8.100 Addendum and Procedures 

Specific guidelines for interpretation and administration of this policy are given in the 

Acceptable Use of Computing and Information Technology Resources Policy Addendum. This 

addendum contains definitions, specific examples of offenses, and procedures for dealing with 

incidents. 

 

9.100 Continuous Renewal 
This policy shall be assessed in three years from its effective date to determine its 

effectiveness and appropriateness. This policy may be assessed before that time to reflect 

substantive change as a result of changes to the Crafton Hills College information technology 

resources and/or changes in legal statues that impact information technology resources, 

copyright, or other intellectual property issues. 
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Addendum: Interpretation of the Administrative 

Regulations for Computer Use at Crafton Hills 

College 

 
Acceptable Use Policy for Computing and Information Technology Resources 

Definitions 
 

College Information Technology Resources 
Any computer, networking device, IP device, telephone, copier, printer, fax machine, or 

other information technology which: is owned, licensed or leased by Crafton Hills College; 

connects directly to the College’s data, video or telephone network switches, routers, or servers; 

connects directly to a computer or other device owned or operated by the College; otherwise uses 

or impacts Crafton Hills College information-technology facilities is subject to College 

information-technology policies, no matter who owns it. 

Users 

Three broad classes of potential users have different privileges: 

• Regular Users, who are entitled to use all or most College technology and services.  

• Special Users, who are entitled to use specific services for specific purposes under 

specific conditions.  

• Excluded Users, who are not entitled to use Crafton Hills College information 

technology.  

 

Regular Users 

In general, only currently enrolled students and current faculty and staff of the College are 

Regular Users. Faculty, student, and staff status does not extend to family members or colleagues 

who are not themselves Regular Users. 

 

Extended Regular User Privileges 

Regular Users of Crafton Hills College technology who have a need for extending the 

basic levels of technology functionality normally provided by the College may have their 

user privileges enhanced.  Appendix A explains the kinds of extended privileges Regular 

Users may obtain, the responsibilities that coexist when extended privileges are granted, 

and how those privileges are granted by the College. 

 

Special Users 

Special Users comprise certain individuals and specified classes of Crafton Hills College 

affiliates to whom the College provides a tightly limited subset of College information 

technologies and services. The specified special-user classes consist primarily of certain 

organizations affiliated with Crafton Hills College and their staff and of certain categories of 
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students. They also include certain individuals working temporarily at Crafton Hills College 

under the explicit sponsorship of an administrative or academic department. The Technology 

Services Department in coordination with the Technology Committee authorizes special-user 

classes and individual special users, under the authority of the President.  The Technology 

Services Department in coordination with the Technology Committee determines which 

individuals or organizations on campus are responsible for use and accountable for misuse of 

information technology resources by Special Users and any associated costs. Special Users abide 

by all relevant Crafton Hills College policies. The College without prior notice may terminate 

Special User privileges. Special Users in a specified class retain no College information 

technology resource privileges once they leave that class. Individual Special Users receive 

privileges only for a period specified at the outset. 

 

Excluded Users 
These are all individuals or organizations that are not Regular Users or Special Users. 

 

 

Applications 

As with classes of users there are three categories of applications. 

• Core applications, those clearly associated with the College’s core education, research, or 

service, either directly or through Crafton Hills College administration.  

• Restricted applications, those clearly unrelated to Crafton Hills College’s core purposes, 

or which violate general College policies, jeopardize its tax-exempt or other status, or 

otherwise interfere with core applications.  

• Ancillary applications, which do not fall clearly into either of the preceding two 

categories and which do not interfere with Core applications. 

 

Core Applications 
These support Crafton Hills College instruction, research, service, and administration. 

Classroom use, computer-based assignments, research applications, communication among 

faculty, students, and administrators, administrative applications, access to Crafton Hills College 

related information, and similar applications all are Core applications. 

 

Restricted Applications 
Restricted applications of Crafton Hills College information technology primarily 

include:  

• those that threaten the College’s tax-exempt status, such as political advocacy or 

solicitation and most commercial activity.  

• those that are illegal, such as fraud, harassment, threats of physical harm, copyright 

violation, and child pornography.  

• those that deprive other users of their fair share of College information technology or 

interfere with the functioning of central networks and systems, such as mass mailings, 

chain letters, unauthorized high-bandwidth applications, or denial-of-service attacks.  

• those that violate general College policies, bylaws, and procedures.  
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• Disclaimers do not render Restricted applications acceptable. The only recourse available 

to someone interested in such applications is to use non-College computers, networks, 

and other technologies. 

Over time, applications determined to warrant a label of 'Restricted' will be identified as 

such in Appendix ‘B’ of this document, and disseminated to the CHC community in various 

ways (i.e., web site, dissemination of the document at appropriate meetings, during the hiring 

process, etc.).  Upon the identification and inclusion of ‘Restricted’ applications into this 

document, CHC end-users will be expected to respect that classification and adhere to it’s 

new status within the CHC computing environment. Similarly, some applications may be 

removed from the 'Restricted' category should the reasons for their inclusion within the 

'Restricted' category for applications change for any reason.   

 

Ancillary Applications 

Ancillary applications are easy to list, but difficult to define. Examples are plentiful: 

using a College phone to make a dentist appointment, a College-connected personal computer to 

host small-scale personal (but non-commercial) Web pages, College  servers to send and receive 

for modest amounts of personal electronic mail, a College fax machine to get a vacation itinerary 

from a travel agent, and the like. In general, Ancillary applications are those neither explicitly 

permitted nor explicitly restricted, and with one other essential attribute: they are invisible to 

other users, to network and system administrators, and to other College offices. Ancillary 

applications consume only resources that would otherwise go to waste, and never require any 

action or intervention by anyone at the College other than their user. As a rule, Ancillary 

applications that become visible to others or burden systems are ipso facto no longer Ancillary, 

but Restricted. 

 

Acceptable Use 

No one may use College information technology resources for Restricted purposes 

without explicit written authorization from the Technology Services Department, who consults 

the President, and other officials and constituencies as appropriate. 

Except for the preceding restriction, Regular and Special Users may use the full array of 

College information technology resources for Core applications. Regular and Special Users are 

eligible to use most centrally funded information technology resources, including public 

computing clusters and classrooms, and College help desks and technical support. Except for a 

few specific exceptions, Regular and Special Users are eligible to use the College data network. 

There is one major exception to Regular and Special Users' general rights to use 

information technology resources for Core applications. Any application of information 

technology, however permissible otherwise, which disables computers or network services, 

consumes disproportionate enough resources that other users are denied reasonable access to 

information technology, or induces substantial costs outside the user's Center/Institute or Unit is 

Restricted. 

In general, Regular and Special Users may also use campus telephones, the campus 

network, and personally or Center/Institute or Unit-owned computers for Ancillary applications. 

However, even Regular and Special Users may not use information technology resources in ways 

that interfere with others, or that consume College resources other than those directly under the 

user's control. In general, any ancillary use of the College’s  network that becomes apparent to 

other users thereby becomes Restricted, and unacceptable. 
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Except for certain materials and facilities the College explicitly makes available to the 

general public, Excluded Users may not use College information technology in any way. 

Where definitions of user or application status are unclear, or where patterns of use 

appear to be out of compliance with this policy, the Coordinator of Technology Services will 

provide interpretations or direction as appropriate on behalf of the President and the College. 

Where necessary, the Coordinator of Technology Services consults the President, and other 

officials and constituencies as appropriate for further advice and guidance. 

 

 

User Responsibilities 

Use of Crafton Hills College computing and information technology resources is granted 

based on acceptance of the following specific responsibilities:  

1. Use only those computing and information technology resources for which you have 

authorization. 

For example: It is a violation: 

• to use resources you have not been specifically authorized to use.  

• to use someone else's account/password or share your account/password with 

someone else.  

• to access files, data or processes without authorization.  

• to purposely look for or exploit security flaws to gain system or data access. This 

includes CHC, or any other system for which authorization is not granted. 

• to use former privileges after graduation, transfer or termination.  

 

2. Use computing and information technology resources for their intended purpose. 

For example: It is a violation: 

• to send forged email. 

• to misuse Internet Relay Chat (IRC) software to allow users to hide their identity, or 

to interfere with other systems or users. 

• to use electronic resources for harassment, intimidation, or stalking of other 

individuals. 

• to send bomb threats or other messages constituting or reasonably appearing to 

constitute a threat to public safety. 

• to send chain letters. 

• to intercept or monitor any network communications not intended for you. 

• to use computing or network resources for advertising or other commercial purposes. 

• to attempt to circumvent security mechanisms. 

• to use privileged access for other than official duties. 

• to use computer classroom or lab computers for activities unrelated to course work. 

 

3. Protect the access and integrity of computing and information technology resources.  

For example: It is a violation: 

• to knowingly release a virus or worm that damages or harms a system or network.  

• to prevent others from accessing an authorized service.  

• to knowingly send email bombs that may cause problems and disrupt service.  

• to attempt to deliberately degrade performance or deny service.  

• to knowingly corrupt or misuse information.  
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• to alter or destroy information without authorization.  

 

4. Abide by applicable laws and College policies and respect the copyrights and 

intellectual property rights of others, including the legal use of copyrighted 

software.  

For example: It is a violation: 

• to make more copies of licensed software than the license allows.  

• to download, use or distribute pirated software.  

• to download or install unlicensed or unauthorized software to Crafton Hills College 

information technology resources.  

• to operate or participate in pyramid schemes.  

• to distribute pornography to minors.  

• to upload, download, distribute or possess child pornography. 

 

5. Respect the privacy and personal rights of others.  

For example: It is a violation: 

• to tap a phone line or run a network sniffer without authorization. 

• to access or attempt to access another individual's password or data without explicit 

authorization. 

• to access or copy another user's electronic mail, data, programs, or other files without 

permission. 

• to send threatening, harassing or intimidating communications after receiving a 

request to refrain from such activity. 

•  

Specific Interpretations 

In addition to this document, specific computers and labs may have procedures specific to 

the environment where they are located. These will be posted clearly at the facility, or 

communicated in the login message.  As an institution of higher learning Crafton Hills College 

understands that some material accessed by computer users on campus computers may be found 

to be objectionable or inappropriate for other, nearby, users to view.  For that reason, the college 

currently has open use computer workstations that have privacy screens (monitor not easily 

visible to passersby) on the first floor of the library.  Computer users who are uncomfortable 

accessing or viewing any content in full public view are encouraged to use these computers when 

working on items of a sensitive nature or when the specific use of the computer is in conflict 

with the posted rules of a particular computer area. 

 

Interfering with Other Systems 

Networks can only handle a limited amount of traffic. CHC has a high-speed connection 

to the Internet. However, smaller educational institutions and commercial sites may not have 

connections that are as fast. It is possible for a single person at Crafton Hills College to 

intentionally shut down network access for a smaller site. If you do this, you are liable not only 

for College discipline, but may be prosecuted criminally. Generally, you should be safe if you 

only use standard system tools in the way they are intended to be used: viewing web pages 

yourself, logging into a computer and using it, etc. If you start writing programs or scripts that 

use these tools repeatedly or in unusual ways, it is your responsibility to make sure that what you 

are doing will not cause trouble for the rest of the network.  
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Disrupting someone else's network activity is a violation of the Acceptable Use Policy. 

Some of these tools work by creating a network overload. They may not only disrupt the person 

you are trying to disrupt -- it may interfere with the network itself. While it is normally safe to 

use standard system tools, the same does not necessarily apply to tools you get from third parties. 

For example, certain members of the IRC community distribute programs for disrupting IRC 

connections. 

It is also a violation of the Acceptable Use Policy to knowingly create, distribute, or 

otherwise engage in denial of service attacks on Crafton Hills College information technology 

resources or on networks outside of the CHC domain. 

For example: It is a violation: 

• Knowingly execute peer-to-peer networking applications that seek to monopolize all 

available network bandwidth. 

• Utilize port-scanning software to scan internal or external network segments for open 

services or security holes. 

• Set up DHCP or other network services application that inhibits or interferes with CHC 

networking applications. 

•  

Commercial Use 

Commercial use is covered in both the policy and guidelines document. It is being 

mentioned here simply because commercial use is one of the most common violations of 

acceptable use. Here are some of the most common examples of things we consider commercial 

use:  

• Using a CHC system to host a web page for any business, including your private 

consulting practice.  

• Referring people to a CHC email address for commercial use 

(e.g. in print ads or commercial web pages).  

• There are often ambiguities about what is permitted. In such cases please feel free to send 

a query to the office of Technology Services. 

 

Use in support of other organizations 

CHC resources should not be used to provide services for organizations that are not part 

of the California Community College system without permission of Crafton Hills College. 

This does not prohibit students, faculty or staff from talking about external organizations 

or causes or expressing opinions about them. Our students, faculty, and staff are engaged in a 

wide variety of activities and advocacy outside of the college setting. What is not appropriate is 

running an official web site; recruiting members, providing office, email or other operational 

support for the organization, or other functions that one would normally expect to be done by the 

organization itself. 

One way to frame the question is whether the primary purpose is describing your 

personal activities or opinions, or whether it is support for the organization. 

 

Email to large numbers of users 

Currently, CHC academic systems are not configured to handle bulk email. Sending 

email to large numbers of users can cause significant problems for the system. Bulk email 

(except to people who have requested it) is also considered a violation of good network 
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citizenship. Therefore, it is considered a violation of acceptable use to send substantially the 

same email message to more than 50 users.  

Exceptions are:  

• When the use has been approved by the system administrator.  

• When the mail uses majordomo, listserv, district designed email lists, or another facility 

that has been specifically engineered to handle mailing lists without causing problems for 

the receiving system. In almost all cases these systems will also allow users to join and 

leave lists themselves. However in a few cases appropriate College officials have 

established lists that do not permit users to leave.  
Note that this policy applies to mail sent either from or to CHC systems, and also to mail that includes an 

address on a CHC system for replies. 

Even for email to fewer than 50 users, you must abide by other restrictions. This includes 

the restriction against commercial use, and the general requirement that all activities must abide 

by the law. There are now laws against unsolicited commercial email in some areas. 

 

Issues with IRC (Internet Relay Chat) 
The use of IRC's can cause several kinds of problems. Here are some of the most 

common:  

Using IRC software (commonly called "proxies") that let users hide their identity or 

appear to be coming from a different computer than they actually are.  

Using IRC software (commonly called "bots") to harass or interfere with other users or 

the IRC system in general.  

Using IRC software to overload a system or otherwise interfere ("nuking", "DOSing").  

People often think that nuking is a harmless prank. Unfortunately, the software used to do 

this often operates by overloading the network on the other end. Crafton Hills College has a very 

fast network. We can easily generate enough network traffic to take another institution or 

company off the Internet. 

 

 

System Administrator Responsibilities 

System Administrators and providers of Crafton Hills College computing and 

information technology resources have the additional responsibility of ensuring the integrity, 

confidentiality, and availability of the resources they are managing. Persons in these positions 

are granted significant trust to use their privileges appropriately for their intended purpose and 

only when required to maintain the system. Any private information seen in carrying out these 

duties must be treated in the strictest confidence, unless it relates to a violation or the security of 

the system.  

 

Crafton Hills College Responsibilities 

The College owns most of the computers and all of the internal computer networks used 

on campus. The College also has various rights to the software and information residing on, 

developed on, or licensed for these computers and networks. The College (including central 

organizations and academic Centers and Institutes) administers, protects, and monitors this 

aggregation of computers, software, and networks. In its management of information technology 

resources, Crafton Hills College has assigned its Technology Services department principle 
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authority for all computer hardware and software acquisition, support, and services. Technology 

Services takes responsibility for: 

• Focusing central information technology resources on activities connected with 

instruction, research, and administration.  

• Protecting College networks and other shared facilities from malicious or unauthorized 

use.  

• Ensuring that central College computer systems do not lose important information 

because of hardware, software, or administrative failures or breakdowns.  

• Managing computing resources so that members of the College community are not 

denied fair access to them.  

• Establishing and supporting reasonable standards of security for electronic information 

that community members produce, use, or distribute, and ensuring the privacy and 

accuracy of administrative information that the College maintains.  

• Delineating the limits of privacy that can be expected in the use of networked computer 

resources and preserving freedom of expression over this medium without countenancing 

abusive or unlawful activities.  

• Monitoring policies and communicate changes in policy as events or technology warrant.  

• Enforcing policies by restricting access and initiating disciplinary proceedings as 

appropriate.  

 

 

Security Caveat 

Be aware that although computing and information technology resource providers 

throughout the College are charged with preserving the integrity and security of resources, 

security sometimes can be breached through actions beyond their control. Users are therefore 

urged to take appropriate precautions such as safeguarding their account and password, taking 

full advantage of file security mechanisms, backing up critical data and promptly reporting any 

misuse or violations of the policy. 

Any information submitted via the Network is insecure and could be observed by a third 

party while in transit. If you are submitting passwords, credit card numbers, or other information 

you would like to keep private, it would be safer for you to cancel the submission. CHC cannot 

ensure security of data transmitted over the Internet/WWW. 

 

How to Report Violations 

Every member of the Crafton Hills College community has an obligation to report suspected 

violations of the above guidelines or of the Acceptable Use Policy for Computing and 

Information Technology Resources. Reports should be directed to Crafton Hills College or other 

appropriate College entity. 

If a suspected violation involves a student, a judicial referral should be made to the 

Student Services Office. Incidents reported to Student Services will be handled using the most 

current guidelines associated with Student Codes of Conduct. 

If a suspected violation involves a staff or faculty member a referral should be made to 

the Human Resources Department. Incidents reported to Human Resources will be handled 

according to the appropriate collective bargaining agreement. 
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If a suspected violation includes activities that are a violation of local, state or federal 

laws or statutes a referral should be made to the Campus Police Department. Incidents reported 

to the Campus Police Department will be handled according to processes and procedures 

appropriate to the nature of the violation. 

The majority of reports should be made through offices or departments listed above. If 

you have any questions about which office to report a violation to you can contact the 

Technology Services Office (389-3550) or the Coordinator of Technology Services (389-3297). 

For incidents involving systems not controlled by CHC Technology Services, violations may be 

reported to Technology Services Office (389-3550) or the Coordinator of Technology Services 

(389-3297). 

 

Sanctions and Procedures 

When any use of information technology resources at CHC presents an imminent threat to other 

users or to the College's technology infrastructure, Technology Services may take whatever steps 

are necessary to isolate the threat, without prior notice if circumstances so require. This may 

include changing passwords, locking files, disabling computers, or disconnecting specific 

devices or entire sub-networks from CHC, regional, or national voice and data networks.  

Technology Services will restore connectivity and functionality as soon as possible after they 

identify and neutralize the threat. 

Telephones, computers, network connections, accounts, usernames, authorization codes, 

and passwords are issued to Regular Users and Special Users to identify them as eligible users of 

College information technology resources. Users are responsible for not sharing their privileges 

with others, and especially for ensuring that authorization codes and passwords remain 

confidential. Users of computers connected to the campus network, permanently or temporarily, 

are responsible for ensuring that unauthorized users do not thereby gain access to the campus 

network or to licensed resources. Technology Services is responsible for managing this policy 

environment. 

Use of information technology resources that violate this Policy and procedures based on 

it may result in disciplinary proceedings and, in some cases, in legal action. Disciplinary 

proceedings involving information technology resources are the same as those for violations of 

other Crafton Hills College policies, and may include but are not limited to loss of computing 

privileges. Unauthorized use of College information technology resources by Excluded Users 

may result in police intervention or legal action.  
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Appendix A 

Extended Privileges for Regular Users at Crafton 

Hills College (DRAFT) 
 

Multiple User-Levels on Computers 

Typically when computer users are connected to a network a profile (or user level) is set 

up allowing the users to do (and not do) certain things on their computers.  For example, a person 

might be allowed to use email, but not allowed to load a program onto their computer.  The 

reasons for setting up these kinds of profiles can be numerous, but most have to do with the 

security of the entire network, or to keep users from inadvertently harming their computers due 

to a lack of technical knowledge. 

Here at Crafton Hills College (CHC) there are several de facto levels of users on campus.  

Broadly, these would fall into three categories: 

• Basic Users – this profile is intended to protect the network, and the computer, as well as 

allow users to perform their assigned duties.  However, virtually no modifications to the 

computer are allowed (loading a program, changing control settings, etc.). 

• Power or Administrative Users – this profile allows users to perform all of the functions 

of a Basic User but extends their ability to customize their working environment.  For 

example, Power Users would be able to install and uninstall programs, change some 

computer settings, etc. 

• Technical Expert Users – this profile allows users complete control of their computers 

and the ability to make modifications in the network.  There are virtually no limitations to 

these users in regard to how their computers are configured. 

The vast majority of computer users on the CHC campus, regardless of identity (student, faculty, 

staff, administrator) are working from the Basic User profile.  Though the Basic User profile will 

vary little (if any) from user to user, the Power User profile might be adjusted as necessary for 

particular computer users and their needs.  Very, very few people on campus would have 

Technical Expert profiles due to the sensitive nature of that kind of control over both computers 

on campus and the campus network. 

 

Re-Developing the User Level Process at CHC 

Recently, the CHC Technology Committee began addressing the importance of having 

multiple user-levels on our campus and acknowledged that individuals in particular work areas 

or with specific technical needs or abilities may need different kinds of user profiles.  The 

Committee also determined the process which was in place for determining user-levels on 

campus was unclear and needed to be revisited and clarified.  To that end, this document was 

created to address the issue of assigning user levels on campus.  Therefore, this document is 

intended to accomplish several tasks: 

• develop a process that will ensure the integrity of the campus network 
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• develop a process that provides campus computer users with the level of control over 

their computers required by them to complete their individual educational or work related 

tasks  

• develop a process that is easy to understand and therefore, easily implemented 

• disseminate an explanation of the user-level process to all CHC stakeholders 

 

Proposed Solution 

The solution for determining user-profiles described in this proposal are the culmination 

of discussions recently conducted by the Committee during its formal meetings and has several 

elements which require full implementation in order to be successful.  These elements are: 

• the development of a campus computer use guidelines 

• the placing of pre-defined computer images on all of our campus computers 

• the creation of criteria for determining user profiles on campus 

• the creation of a process for assigning user profiles on campus 

Since the creation of this document over two years ago, all of the above have been 

accomplished. 

 

Developing Campus Computer Use Guidlelines 

 

In order to develop effective computer use guidelines for the CHC campus several factors must 

be considered: 

 

CENIC the state sponsored provider of our communications infrastructure has created a 

document which defines the requirements for institutions which utilize its services and resources.  

This document is titled, “CalREN Acceptable Use Policy” and resides at the following URL 

address: http://www.cenic.org/calren/policies/calrenaup.htm.  The CHC Administrative 

Guidelines address the requirements of this CENIC policy. 

The San Bernardino Community College District (SBCCD) also has a board approved 

"Computer Use Policy" which can be obtained through the district's intranet and is addressed in 

these Administrative Guidelines. 

The "Administrative Regulations for Computer Use at Crafton Hills College" ensures that 

both the  CENIC and SBCCD policies are satisfactorily addressed. 

The "Administrative Guidelines for Computer Use at Crafton Hills College" is currently 

available on the Crafton Hills College web site and recent recommendations by the college’s 

Technology Planning Committee has described how the Guidelines should be more widely 

disseminated throughout the CHC community.  It is believed that, over time, these 

recommendations will be implemented and those methods will be described in this document at a 

later date.  As dissemination of the Guidelines becomes more widespread it is believed that 

stricter enforcement of the policies and procedures than has been practiced in the past will be the 

end result. 
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Computer Profile Images 

 

Computer Profile Images (def.) – the way that a computer is configured, or set up.   

 

In the past, computers at Crafton Hills College have had numerous and inconsistent 

configurations.  The reasons for this vary from when the computer was put into service, to how 

often it has been upgraded, to who has been using it.  The CHC Technology Committee believes 

that we should begin configuring every computer on campus with the same image.  That is, every 

computer on our campus should contain the same software, operating  system, etc. regardless of 

where it is located or who is using it.  The development of this one imaging strategy is currently 

being practiced by virtue of the creation and maintenance of a standard basic computer set-up 

which is used on all computers inserted into the campus technology infrastructure. 

Imaging and the Multiple-User Profile 

 

In order to implement the image, and multiple user-profile strategies several actions were 

taken: 

• An inventory of available site and district licensed software was obtained 

• The basic CHC image was agreed to and created 

• A process for requesting, approving, and implementing user profiles has been developed 

• The "Administrative Regulations for Computer Use at Crafton Hills College" has been 

approved by the Academic Senate, Classified Senate, Student Senate and The college 

President. 

• Training of CHC staff regarding the responsibilities that co-exist with obtaining user-

profiles extending beyond the Basic User profile has been implemented on an 

individualized basis. 

 

Overview of the User-Profile / Setup Process 

 

 

 The following describes the process now in place for setting up user profiles on the CHC 

system. 

 

 When a new (or recycled) computer is to be placed into the CHC technology 

infrastructure, the end-user is asked to complete an ‘Computer Platform Setup – Individual” form 

(there are similar forms for computer labs and computer classrooms).  This form has three 

components: 

1. A description of the programs which are installed on all computers on the campus 

(Microsoft Office suite, web browsers, etc.) 

2. A section where individuals who need specialized district or campus software such as 

SARS, Datatel, Financial 2000, etc., can indicate their need of such software to be 

installed 
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3. A final section where unusual or very unique software, peripherals, or any unusual item is 

requested for inclusion in a computer set. If any specialized software is requested for 

installation on the computer the end-user (or department) MUST do the following:  

a. Submit the software to Technology Services in order to determine if it might 

cause problems with the campus network, or the user's computer (no software is 

to be installed on any computer on campus until this check has been performed by 

Technology Services) 

b. Technology Services must have in it’s possession the original software CD/floppy 

and the license for the software prior to any installation onto a campus computer 

or other technology system.. The Technology Committee believes that installing 

any software on a college computer without following the two steps (above) 

should result in the user's privileges being reduced to ONLY those programs 

absolutely necessary for the performance of their assigned duties since such 

actions could jeopardize the integrity and/or security of the campus network and 

violate copyright laws and licensing agreements. 

 

Once the Individual setup form is completed, Technology Services will verify the need for 

any software or other items beyond the basic image (#1 above) with the requesting 

individual’s supervisor and then develops as much of the setup as possible prior to delivery 

and installation of the computer into the requestor’s work space.  Any items that might 

require a user’s password or other permissions during setup are addressed when the requestor 

and Technology Services personnel performing the setup arrange for the installation to occur. 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


